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Introduction

aws
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Why is Security so difficult?

Lack of
visibility
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Low degree
of automation



Before...

Move fast o Stay secure



Now...

Move fast . Stay secure



AWS Layered Security Se ‘
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Identity and access

management

AWS ldentity and
Access

Management
(1IAM)

AWS IAM Identity
Center (successor
to AWS SSO)

AWS
Organizations

AWS Directory
Service

Amazon Cognito

AWS Resource
Access Manager

@

AWS Security Hub

Amazon
GuardDuty

Amazon Inspector

Amazon
CloudWatch

AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT
Device Defender
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Infrastructure
protection

AWS Firewall
Manager

AWS Network
Firewall

AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems
Manager
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Data
protection

Amazon Macie

AWS Key
Management
Service (KMS)

AWS CloudHSM

AWS Certificate
Manager

AWS Secrets
Manager

AWS VPN

Server-Side
Encryption
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AWS security, identity, and compliance solutions
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Incident
response
Amazon Detective

Amazon
EventBridge

AWS Backup
AWS Security Hub

AWS Elastic
Disaster Recovery
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Compliance

AWS Artifact

AWS Audit
Manager



Layered Security
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Our mental model for security services: Two types

Foundational Security Layered Security
Services Services

e
=P
H

R

AWS Services

AWS Key  AWS Identity AWS Deployment & Management Layered Security Services
Managemen and Access Single
t Service Managemen Sign-On A
t (IAM) . " orsueam . 'x: e  Made  wpee /:utomate
,(\ é\/} C\ /b . - 7 . Protect Detect Respond Recover
7~ @ = . 5 8
AWS Amazon AWS
Secrets \e CloudTrail
Manage
r
‘g 15 (&
S AWS Config Amazon
Systems CloudWatc
Manager h . 1] n
Consumed & integrated Once
workload by workload applies to all workloads.
aws
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Layered Security

Services
aws . . aWs . .
—  Perimeter Protection — External Security Services
AWS Amazon
Shield GuardDuty
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Firewall Macie
Manager
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Amazon GuardDuty
External Security Services
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How does Amazon GuardDuty work?

Fasy One-Click Activation without
Architectural or Performance Impact
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How does Amazon GuardDuty work?

No Agents, No Sensors, No Network Appliances
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How does Amazon GuardDuty work?

Amazon GuardDuty

Threat Detection

Types

Bitcoin
Mining

Instance
Compromise

Account
Compromise

Total of 47
detections

Data
Sources

VPC flow logs

DNS Logs

CloudTrail
Events

Threat
intelligence

+

Anomaly
Detection
(ML)

Findings

_ AWS Security

Hub
— SIEM
> Respond
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Automate with integrated services

Automated threat remediation

GuardDuty — CloudWatch — Lambda
Finding Event
Amazon Amazon AWS Lambda
GuardDuty CloudWatch

Event (time-base) Lambda
function
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Layered Security

Services
aws . . aws . .
— Perimeter Protection ~— External Security Services
Service: AWS Account, EC2, IAM
% Threat Detection (Threat Intelligence)
Anomaly Detection (ML)

AWS Amazon

Shield GuardDuty
NG o2 O
Wy — W — @

N\ O N

AWS AW? Amazon

WAF Security Inspector

Hub

&y

.AWS Amazon

Firewall Macie
Manager

aws ) .
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Amazon Inspector
External Security Services
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Amazon Inspector

Automated security assessment service to help
improve the security and compliance of
applications deployed on AWS
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Amazon Inspector

Network Reachability Assessments

Agentless network assessments Enhanced - with agent (optional)
Find externally accessible EC2 Using Agent, customer will get
instances (internet, VPN, peering). information about software listening

(ex. SSH open to internet) on the ports.
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How to use Amazon Inspector?

Configure Run . .
assessment T assessment T | ndings === Take Action
| Y } Vulnerability;

1-Click Resource affected, Remediation
Recommendation
Inspector
Partners
- SIEM

* Reporting
« Ticketing
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Automate use of findings

indi l EC2 Run
Findings m==) @ — ECZRun
Vulnerability;
Resource affected; ~ Amazon Simple AWS Lambda Run
Recommendation Notification command
Service
aws
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Network Reachability — key features
- Validate and fix your AWS Networking configuration

J

Avoid complexity Shows all open paths Actionable

and impact of (Internet, VPN, etc.) insights
scanners

aws
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Amazon Inspector
Network Reachability Findings

Amazon Inspector findings show:
WHERE is a port is reachable from?
* Internet via IGW (including instances behind ELB/ALB)
VPN or DX via VGW
« Peered VPC
HOW is this allowed?
* Security Group
« VPC: Subnet, NACL, IGW, etc.
Which process is listening on port [With optional agent]
* Process name & process id
« Binary / executable

aws
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How does it work?

Amazon Inspector analyzes AWS network configuration to find what
is reachable?

List of resources analyzed:

« Security Groups « Elastic load balancers

« VPGCs  Application load balancers
 Network interfaces * Internet gateways

« Subnets « Virtual private gateways

« Network ACLs * Direct Connect

* Route tables « VPC peering connections
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Amazon Inspector
EC2 Host assessment

Using an Agent installed on EC2, Amazon Inspector can assess:
 Vulnerabilities in software (CVE)
« Host hardening guidelines (CIS Benchmark)

« AWS Security best practices.
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Layered Security

Services
aws o o aws o o
~— Perimeter Protection ~— External Security Services
Services: AWS Account, EC2, IAM
% Threat Detection (Threat Intelligence)
Anomaly Detection (ML)

AWS Amazon

Shield GuardDuty
INCRA n O Services: EC2, IAM
( @) — — —» . . Vulnerability Management
/'~ O

g Packet-less port scan
AR AW? Amazon
WAF Security Inspector
Hub

&y

.AWS Amazon

Firewall Macie
Manager

aws . .
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Amazon Macie
External Security Services
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How does Amazon Macie work?

HOW MACIE WORKS

Enroll your AWS Account Select the Buckets for
with Amazon Macie Content Discovery and
Classification

© 2024, Amazon Web Services, Inc. or its affiliates.

Review your Alerts in the
Amazon Macie
Dashboard




How does Macie work?

S3 objects for selected time range - minrisk: (10)

The following graph shows S3 objects grouped into top 20 matching themes for the selected time range. To further investigate your S3 objects, double-
click sections of the graph or color chart. Learn more

. All Data
Range: 0 - 6 months ago

. Google Application Identifier

PlainText Private Key
aws_secret_key

source_code/c
source_code/objective_c
source_code/python
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Layered Security
Services

= External Security Services

Services: AWS Account, EC2, IAM
% Threat Detection (Threat Intelligence)

Anomaly Detection (ML)

= Perimeter Protection

AWS Amazon

Shield GuardDuty

4~ 0 Services: EC2, IAM
N4 o 2 a

R — 1
A A N Vulnerability Management
/'~ O
N Packet-less port scan
AWS AW? Amazon
WAF Se:llleIty Inspector

Services: S3, IAM

O0™o
<8b? M Discover, Classify, and Secure Content
AWS

User Behavior Analytics

. Amazon
Firewall Macie
Manager
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AWS Security Hub

External Security Services




How does AWS Security Hub work?

Amazon :
GuardDuty AN Amazon Macie
S @ Amazon D Integrated
AWS Security Hub Q Inspector 59 | partner solutions
Quickly assess your ) o COlldlIC't automated
high-priority security alerts Continuously aggregate & prioritize compliance checks
and compliance status across Findings from AWS and partner security services Use industry standards,

AWS accounts in one highlight emerging trends or possible issues such as the CIS AWS
comprehensive view Foundations Benchmark

I —

aws

N

© 2024, Amazon Web Services, Inc. or its affiliates.

110

Take action
Select an action, such as
sending to ticketing, chat,
email or auto-remediation, via
CloudWatch Events and
Lambda integration




Getting Started - AWS Security Hub work?

aWws

S Services v  Resource Groups v *

Welcome to AWS Security Hub

Service permissions

When you enable AWS Security Hub, you grant AWS Security Hub permissions to gather findings from AWS Config,
Amazon GuardDuty, Amazon Inspector, and Amazon Macie.

View service role permissions

Note:: AWS Security Hub doesn't directly manage or configure AWS Config, Amazon GuardDuty, Amazon Inspector, and
Amazon Macie You can configure the settings of these data sources through their respective consoles or APIs. You can
suspend or disable AWS Security Hub at any time to stop it from processing and analyzing findings from these sources.
Learn more

Cancel Enable AWS Security Hub

aws
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Services v Resource Groups v *

AWS Security Hub X Amazon: GuardDuty

(preview) ) ) ] )
A threat detection service that continuously monitors for

malicious or unauthorized behavior to help you protect

Summary your AWS accounts and workloads.

Standards Default Insights

Insights 0

Findings Links

Settings [4 Purchase  [Z Configure

Your account is subscribed

ARMOR: Armor Anywhere

Armor Anywhere delivers managed security and
compliance for AWS.

Default Insights
0
Links AR

BETWEEN YOU AND THE THREAT

[4 Purchase [4 Configure

~
- Your account is subscribed

marketplace
marketplace ?

Check Point: CloudGuard laaS : )
Check Point

SOFTWARE TECHNOLOGIES LTD

Check Point CloudGuard easily extends comprehensive
threat prevention security to AWS while protecting assets
in the cloud.

AWS Security Hub - Partner Integrations

Amazon: Inspector

An automated security assessment service that helps
improve the security and compliance of applications
deployed on AWS.

Default Insights
0

Links @\

[4 Purchase [4 Configure

Your account is subscribed

Alert Logic: SIEMless ThreatManagement

Get the right level of coverage: Vulnerability and asset
visibility, threat detection and incident management, WAF,
and assigned SOC analyst options.

Default Insights

0
Links .\

[ZPurchase [Z Configure ALERT LOGIC

L1}
oo Your account is subscribed

marketplace

Check Point: Dome9 Arc

A SaaS Platform that delivers verifiable cloud network
security, advanced IAM protection and comprehensive
compliance and governance.

[:L SecurityHubDemo/shllomie-Ise... v Oregon v Support v

Amazon: Macie

A security service that uses machine learning to
automatically discover, classify, and protect sensitive data
in AWS.

Default Insights
0

Links M

[4 Purchase [4 Configure

Your account is subscribed

Barracuda Networks: Cloud Security
Guardian

Barracuda Cloud Security Sentry helps organizations stay
secure while building applications in, and moving
workloads to, the public cloud.

Default Insights
0

Links l( Barracuda

[4 Configure

marketplace

Your account is subscribed

CrowdStrike: CrowdStrike Falcon i\\‘Q\

CROWDSTRIKE
CrowdsStrike Falcon's single lightweight sensor unifies

next-gen antivirus, endpoint detection and response, and
24/7 managed hunting, via the cloud.




AWS Security Hub - Partner Integrations

Firewalls _ Endpoint
@ m pa\o'aﬁf\IWtOROKs. g QFTQA?E(‘;E!:('I NEOQ!S"L‘TE. p
K(Barracuda’ FiRTINET

| RAPID))
tenable lys. L Check Point

SOFTWARE TECHNOLI

Custodian

SOAR

TurboT
NEMISTO splunk:

CLOUD SECURITY, UNCOMPROMISED.™

€ 1BV Security Other O c

sumologic SP|Unk > McAfee" cygerark

Together is power.

|1:f;‘¢ Twistlock
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AWS Security Hub - Insights

awg Services v Resource Groups v * [\® SecurityHubDemo/shllomie-Ise... v  Oregon v  Support v

AWS Security Hub X Security Hub Insights
(preview)

Insights (54)

Summary

Standard An insight is a collection of related security findings defined by an aggregation statement and optional filters.
tandards

Create insight

Findings 1 2 3 >
Settings

0. What products are sending findings? (custom 1. AWS resources with the most findings 2. S3 buckets with public write or read permissions
insight)

3. AMis that are generating the most findings 4. EC2 instances involved in known Tactics, 5. AWS users with the most suspicious activity
Techniques, and Procedures (TTPs)

6. AWS resources instances that don't meet security 7. AWS resources associated with potential data 8. AWS resources associated with unauthorized
standards / best practices exfiltration resource consumption

© 2024, Amazon Web Services, Inc. or its affiliates.




AWS Security Hub - Compliance Checks (CIS)

Standards

CIS AWS Foundations About CIS [2

-

of rules are compliant

0

¥ 31 non-compliant rules 12 compliant rules

aws
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Layered Security
Services

= External Security Services

Services: AWS Account, EC2, IAM
% Threat Detection (Threat Intelligence)

Anomaly Detection (ML)

= Perimeter Protection

AWS Amazon

Shield GuardDuty

4~ 0 Services: EC2, IAM
N4 o 2 a

R — 1
A A N Vulnerability Management
/'~ O
N Packet-less port scan
AWS AW? Amazon
WAF Se:llleIty Inspector

Services: S3, IAM

O0™o .
Compliance
<8b? M Discover, Classify, and Secure Content
AWS

Single Pane User Behavior Analytics
of glass
. m Amazon
Firewa Macie
Manager
aws . .
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Perimeter Protection

aws
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AWS WAF and AWS Shield

AWS WAF and AWS Shield help protect your AWS resources from web exploits and DDoS attacks

AWS WAF Is a web application firewall service that helps
protect your web apps from common exploits that could
affect app availability, compromise security, or consume
BXCESSIVE ras0urceas.

Go to AWS WAF

Learn mora

AWS Shield

AWS Shield provides expanded DDoS attack protection for

your AWS resourcas. Get 24/7 support from our DDoS
responsa team and detailed visibility into DDoS events.

Go to AWS Shield @

Learn more

(-
@

AWS Firewall Manager

AWS Firewall Manager simplifies your AWS WAF
administration and maintenance tasks across multiple
accounts and rasourceas.

Go to AWS Firewall Manager

Learn more



AWS Shield Advanced

Perimeter Protection




AWS Shield

A Managed DDoS Protection Service

There are two tiers of AWS Shield:

« AWS Shield Standard
« AWS Shield Advanced

aws
N

U

AWS Shield



AWS Shield Advanced - DDoS Attack threats and Trends:
Network / Transport Layer DDoS

aws
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DDoS Threats and Trends

AWS Shield detects and mitigates 1,000's of DDoS Attacks Daily

) n kst two wacks

MNTACKS AR
¢ (L
ELL
e I II
v, .

Source: AWS Global Threat Dashboard (Available for AWS Shield Advanced customers)

© 2024, Amazon Web Services, Inc. or its affiliates.



AWS Shield
Standard

DDoS
Expertise

aws
N

Built-in DDoS
Protection for
Everyone




AWS Shield
Standard & Advanced

DDOS Built-in DDoS

] Protection for
Expertise Everyone
Visibility &
Compliance
Economic
Benefits

aws
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Layered Security

Services
aws o . aws . .
— Perimeter Protection ~— External Security Services
Services: EC2, ALB (EIP), API GW Services: AWS Account, EC2, IAM
CloudFront, Route53, ELB. % Threat Detection (Threat Intelligence)
Managed DDoS Protection Anomaly Detection (ML)
AWS Amazon
Shield GuardDuty
INCRA n O Services: EC2, IAM
( @) — — —» . . Vulnerability Management
/'~ O
g Packet-less port scan
AWS AW? Amazon
WAF Security Inspector
Hub
0—o . Services: S3, IAM
Compliance
ms’ M Discover, Classify, and Secure Content
Single Pane User Behavior Analytics
of glass
.AWS Amazon
Firewall Macie
Manager
aws ) .
© 2024, Amazon Web Services, Inc. or its affiliates.
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AWS WAF

Perimeter Protection




Protecting Your Applications Using AWS WAF

Application Vulnerabilities HTTP Flood Bots & Scrapers

aws
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AWS Web Application Firewall (WAF):
Popular deployment modes

/W =7
/i ;
/i
] A
1. Custom 2. Managed Rules
Rules

Or use any combination of the
above ...

aws
2

3. Security
Automation



aWS Contact Sales Support English ¥ My Account ¥ Sign In to the Co

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Explore More Q

v/ aws marketplace

Managed Rules for AWS WAF - Web Application
Firewall

Protect Your Web Application with Pre-configured Rules on AWS WAF

Managed Rules for AWS Web Application Firewall (WAF) are a set of rules written, curated and
managed by AWS Marketplace Sellers that can be easily deployed in front of your web applications
running on AWS Application Load Balancers or Amazon CloudFront. With these managed rules, you
can quickly get started and protect your web application or APIs against common threats like the
OWASP Top 10 security risks, threats specific to Content Management Systems (CMS) like

WordPress or Joomla, or even emerging Common Vulnerabilities and Exposures (CVE) without
having to manage infrastructure. AWS security sellers will automatically update the managed rules
for you as new vulnerabilities and bad actors emerge. Managed Rules for AWS WAF are designed to

help you spend less time writing firewall rules and more time building applications. et S ared ith S AL




AWS Web Application Firewall (WAF):
Deploy in 3 easy steps

J)

g %

Find rules on Click and Associate rules in

AWS WAF console or subscribe AWS WAF
AWS marketplace

@

aws



Automatic block of suspicious hosts
using Amazon GuardDuty and AWS WAF.

GuardDuty CloudWatch Lambda AWS WAF WAF
Events Function filtering rule

Blocked
Host

State Data . m
Amazon VPC Network

DynamoDB Access Control
List
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Layered Security
Services

¥ Perimeter Protection = External Security Services

Service: AWS Account, EC2, IAM

Services: EC2, ALB (EIP), APl GW
CloudFront, Routes3, ELB. % Threat Detection (Threat Intelligence)

Managed DDoS Protection Anomaly Detection (ML)
AWS Amazon
Shield GuardDuty
Services: ALB, APl GW, N\ n O Service: EC2, IAM
e — — C——
CloudFront. ,( @ ) > B)% Vulnerability Management
Protect your web applications /~—\ O N
from common web exploits Packet-less port scan
AWS AW? Amazon
WAF Security Inspector
Hub

Service: S3, IAM

O0™o .
Compliance
<8b? M Discover, Classify, and Secure Content
AWS

Single Pane User Behavior Analytics
of glass

. Amazon
Firewall Macie

Manager

aws
N
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AWS Firewall Manager

Perimeter Protection




AWS Firewall Manager Key Benefits

Simplified Management
of WAF Rules

Integrated with
AWS Organizations

Centrally managed global
rules, and Account-specific
rules

aws
N

Ensure Compliance
to WAF Rules

Ensure entire Organization
adheres to mandatory set of
rules

Apply protection even when

new Accounts or resources
are created

© 2024, Amazon Web Services, Inc. or its affiliates.

Central Visibility
Across Organization

Central visibility of WAF threats
across Organization

Compliance Dashboard for audit
firewall status

An organization’s InfoSec team
learns and operates WAF instead
of each Account owner

(D

<\



AWS Firewall Manager Key Benefits

Enable Rapid Response to Internet Attacks at scale

Security administrator have a single console to receive real-time
threats, and respond within minutes

Quickly apply CVE Patches across all applications in your
Organization, or block malicious IP addresses detected by
GuardDuty across entire Organization

NN 2) © 2024, Amazon Web Services, Inc. or its affiliates



Automate with integrated services
Automated threat remediation

GUATADULY  ppny CLOUAWALCN ey Lambda = AWS FW Manager

Finding Event
Amazon Amazon
GuardDuty CloudWatch
Event
(time-
base)
aws

N

\
AN
\

AWS Lambda

Lambda
function

&
AWS Firewall
Manager

N4
1
AWS
WAF



Typical Use Cases
Deploy OWASP rules for PCl compliance

PCI DSS 3.0 Requirement 6 suggests customers deploy a WAF, with rules
like OWASP top 10

Subscribe to
Ensure the OWASP rule is

Y2

<\

AWS NS
Firewall WAF

Manager

aws
2



Layered Security

Services
aws . o aws o o
— Perimeter Protection ~— External Security Services
Services: EC2, ALB (EIP), API GW Service: AWS Account, EC2, IAM
CHEe AT, [REUEIE), [ELE: % Threat Detection (Threat Intelligence)
Managed DDoS Protection Anomaly Detection (ML)
AWS Amazon
Shield GuardDuty
Services: ALB, APl GW, N\ n O Service: EC2, IAM
CloudFront. ,( @) — — . . Vulnerability Management
Protect your web applications /~—\ O N
from common web exploits Packet-less port scan
AWS AW? Amazon
WAF Security Inspector
Hub
Services: AWS WAF oNa Compliance Service: 53, IAM
<8b? M Discover, Classify, and Secure Content
Enable Rapid Response Single Pane : ;
to Internet Attacks of glass User Behavior Analytics
.AWS Amazon
Firewall Macie
Manager
aWS © 2024, Amazon Web Services, Inc. or its affiliates.
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Best Practices for Ransomw
Protection
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Ransomware threats

0 of IT organizations will face one or more
() ransomware threats by 2025
Gartner, “Detect, Protect, Recover: How Modern Backup
Applications Can Protect You From Ransomware”

aws
~—

© 2024, Amazon Web Services, Inc. or its affiliates.

Ransomware attacks grow,
crippling cities and
businesses

“Hackers are locking people
out of their networks and
demanding big payments to
get back in. New data shows
just how common and
damaging the attacks have
become.”

The New York Times

Scripps enters fourth week
of ransomware attack

“... the region’s second-
largest medical provider
enters the fourth-straight
week of an attack that snarled
the organization’s digital
resources from scheduling to
patient care”

The San Diego Union-Tribune

‘Cybersecurity issue’ forces
systems shutdown at MGM
hotels and casinos

“... multiple gambling
machines at hotels had gone
offline and that several guests
were unable to charge
anything to their rooms, make
reservations or use their
digital room keys."”

The New York Times

Ransomware attack on Bose
exposes employee SSNs and
financial information

“The company was forced to
notify New Hampshire
officials after employees in
the state had their
information accessed”

ZDNet

64



https://www.nytimes.com/2020/02/09/technology/ransomware-attacks.html
https://www.gartner.com/en/documents/3995229
https://www.gartner.com/en/documents/3995229
https://www.sandiegouniontribune.com/news/health/story/2021-05-24/scripps-enters-fourth-week-of-ransomware-pain
https://www.nytimes.com/2023/09/11/us/cyberattack-mgm-hotel-las-vegas.html
https://www.zdnet.com/article/ransomware-attack-on-bose-exposes-employee-ssns-and-financial-information/

IDENTIFY

@ Identify an organization'’s critical functions,
assets, and processes, and how cybersecurity

N IST risks could disrupt them

Cybersecurity N e
F ramewo I‘k tDoe:;i pc?téiﬁ?ﬁ:?c?ﬁ necessary

infrastructure services

Implement the right measures
to identify threats and cyber

risks promptly

0 RESPOND

d}_n} Define the measures necessary
to react to an identified threat

is an industry standard . .. @ DETECT
A

%\ RECOVER
@ Strategic plans to restore and recover

any capabilities damaged during a

aws cybersecurity incident.,



IDENTIFY
@ Identify an organization'’s critical functions,
assets, and processes, and how cybersecurity

risks could disrupt them

NIST
Cybersecurity
Framework

PROTECT

Define safeguards necessary
to protect critical
infrastructure services

reliable data protection and risks promptly

recovery strategy RESPOND

Define the measures necessary
to react to an identified threat

is an industry standard . .. DETECT
. Implement the right measures
bUt most companles laCk d @ to Iinentify threat% and cyber

%\ RECOVER
@ Strategic plans to restore and recover
any capabilities damaged during a

aws cybersecyrity incident..




NIST Cybersecurity
Framework

 Industry standard to manage risks

* Most organizations struggle with a
reliable data protection and resiliency
strategy

Industries are now prioritizing the
‘Recover’ function

aws
N

©) |dentify % ﬁ%}

AWS Systems AWS Config

@ Protect Mé\(:j g?l_’ ?’Ig\/)

~\
Amazon VPC AWS Key AWS

Management Secrets

Service Manager

AWS Shield AWS loT AWS

. Single
Device Sign-On

Defender

@ Detect AN
AWS Security Amazon Amazon
Hub GuardDuty Macie

_@ Respond QQ L C‘@\

Amazon AWS AmaZ(?n
CloudWatch CloudTrail Detective
@ ) Recover G OB
© 2024, Amazon Web Services, Inc. or its affiliates. AWS AWS Elastic Disaster

Backup Recovery

(Q

Firewall
Manager

B}

AWS
WAF

Amazon
Inspector

&

AWS Identity
and Access
Management
(IAM)




Data protection
practices to
meet resiliency
objectives

aws
N

@ Identify

@ Protect

@ Detect

SIO

_@ Respond

@ Recover

© 2024, Amazon Web Services, Inc. or its affiliates.

Start with a strategy

Manage and control access to data

Implement data encryption

Automate continuous data protection
Manage data governance and compliance

Implement monitoring and alerting

Incorporate backup and recovery in incident
response, DR, and BCP plans

Build a ransomware recovery strategy

Test recovery capabilities



Overview of AWS Backup

A fully , service that data
AWS Backup protection across multiple and with data
protection
l_—l I_ _______ !
- 1 |
N\, N\ - -, : ﬂ i::E | 1
FS/(Q) FS/<Z.— E@ é L, | ﬁ 1
. | |
Amazon FSx for ~ Amazon FSx Amazon Amazon Amazon e 1 1
NetApp ONTAP  for OpenzFS Redshift Timestream DynanfoDB Volume Shadow ; AWS Storage |
Copy Service | Gateway 1
- ~ + . on EC2 | 1
| |
= Bl & T
~ 0 Jr—
Amazon EFS TR Amazon : vmware I
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Implement defense in depth using AWS controls

PROTECT DATA WITH MULTIPLE LAYERS OF SECURITY

®

Custom IAM policies and SCPs to restrict user |
access following principles of least privilege |

©,

Implement attribute-based access control
using resource policies

©,

Immutable backups:
Extend using AWS Backup Vault Locks

®

Enable audit tracking using
AWS Backup Audit Manager

®

Implement virtual air-gapping using
multi-account strategies; Implement
cross-account copies and MFA-based
access controls

®

Enable encryption: Use AWS KMS with
restrictive key policies and extended
observability
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Ransomware Protection — Best Practices

Implementing ransomware protection strategies with AWS backup best practices involves a
combination of preventative measures and reactive measures. Here are some steps you can
take to protect your data from ransomware attacks:

1. Enable versioning on S3 buckets: This enables you to maintain multiple versions of a file,
allowing you to restore a previous version if the current one is encrypted by ransomware.

2. Implement a data lifecycle policy: This automatically moves data to lower-cost storage
tiers or deletes it based on predefined rules. This can help prevent ransomware from infecting
older versions of your data.

3. Use AWS Backup: This is a fully managed backup service that centralizes and automates the

backup of your AWS resources. It provides an additional layer of protection against
ransomware by creating immutable backups that cannot be altered or deleted by ransomware.

aws
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Ransomware Protection — Best Practices

4. Implement IAM best practices: Ensure that your AWS Identity and Access Management
(IAM) policies are properly configured to limit access to your AWS resources only to authorized
personnel.

5. Implement network security best practices: Use AWS security services such as AWS Shield
and AWS WAF to protect against DDoS attacks and other network-based threats.

6. Use AWS Key Management Service (KMS): AWS KMS is a fully managed service that makes
it easy for you to create and manage cryptographic keys and control their use across a wide
range of AWS services. You can encrypt your backups and ensure that they can only be
accessed by authorized personnel.

7. Implement AWS CloudTrail: AWS CloudTrail is a service that enables you to log,
continuously monitor, and retain events related to API calls across your AWS infrastructure.

You can track changes made to your infrastructure and detect suspicious activity that may be
indicative of a ransomware attack.
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Ransomware Protection — Best Practices

8. Test and Monitor your backups: Regularly test and monitor your backups to ensure that
they are being created and stored as expected. This can help you identify any issues that may
arise and address them before they become a problem.

9. Implement AWS Config: AWS Config is a fully managed service that provides you with an
inventory of your AWS resources and their current configurations, enabling you to audit your
AWS infrastructure for compliance and security purposes.

10. Implement AWS Security Hub: AWS Security Hub provides you with a comprehensive view
of your security posture across your AWS accounts and regions. By integrating with other AWS
security services, Security Hub enables you to quickly identify security findings and prioritize
remediation efforts.
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Please Provide Your Feedback

Step 1: Select Security and application modernization track
Step 2: Select Security is top priority
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Learning Day Content

https://sanfrancisco2024.awslearningday.com/

aws
p

aWS7 Learning Days

State, Local, Education, and Health

Learning Days Artifacts

Los Angeles - 2024

Presentation Decks
Executive Track

Powering_ Public Sector Innovation Using_ the AWS Cloud
Genel e AI/ML and Al governance f
urity trends and best practices
Public Sector
nd Modernization

Artificial intelligence (Al) and machine learning (ML) track

Generative Al for Public Sector

Thoughtful Al Adoption: A Holistic Approach in Amazon Bedrock

Increase productivity and satisfaction with an intelligent contact center
Intelligent Document ng

Building Al and ML powk applications without machine learning expertise
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Thank you!

Lana Lee

lanaaa@amazon.com
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